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ZTek Solutions

Since 2007, ZTek Solutions has provided small and medium-

sized businesses with comprehensive IT support and consulting
services. Our mission is to maximize your return on investment

by providing the kind of technology management services that are
ordinarily reserved for large enterprises. From IT Management Services,
Cyber Security, Unified Communications to Disaster Recovery, Cloud
Services, and much more, ZTek Solutions is committed to providing quality
services to our clients with honest communication that you'd be hard pressed to
find elsewhere, for prices that are fair and affordable.

ZTek Solutions designs and delivers reliable, proactive and comprehensive IT solutions
to businesses to simplify their technology stack, streamline operations, and enable growing
businesses to focus on what matters most—running their organizations. Offering advanced
technology know-how and a collaborative approach, the ZTek Solutions team brings innovative
IT, workspace, cloud performance and hybrid solutions that help businesses simplify and leverage
technology to meet specific objectives. To learn more about our products, services, and support please
contact ZTek Solutions at 754-220-5170 or visit www.zteksolutions.com.

OUR COMMITTMENT TO YOU

We provide the IT infrastructure - the "
foundation for your business’ technology
needs - and make sure you're always
current. We do all the planning,
maintenance, and daily upkeep for your
IT infrastructure. We are driven to

find the perfect solutions to help your
business achieve their goals through
technology. We customize and host
solutions that enable our clients to
achieve their business goals. Over the
years, we have worked with a wide
variety of clients to cloud-enable their
business to save time, money, and
headaches. There’s no one-size-fits-all
mentality here. We provide cost-effective
solutions tailored to your needs.
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Managed IT Services

ZTek Solutions” managed IT services provide an end-to-end approach
to your valuable IT assets including your employees. The platform is
designed to deliver proactive problem resolution with a strong focus on
cybersecurity. An assigned vCIO will help align our offering to your business
practices including quarterly and annual strategic meetings. Our primary product
offerings in this space include:

CYBERSECURITY

Endpoint Detection & Response (EDR) solution provides monitoring for cybersecurity issues.
Backed by a 24x7 Security Operations Center (SOC) to remediate any potential threats before

they cause damage. DNS based filtering to protect from malicious websites and provide policy-based
web filtering. Dark web scanning gives you notice on any breached employee credentials and security
awareness training for employees. Antivirus, antimalware, and anti-ransomware protection to keep you
protected from all known threats.

CLOUD IT (AZURE)

ZTek Solutions can provide all Azure product offerings and assign you a team of engineers to get your business
up and functioning in a fully hosted cloud environment. This can include everything from Office 365 Suite, Virtual
Servers to Windows Virtual Desktop and everything in between.

NETWORK OPERATIONS CENTER

Network Operations Center (NOC) engineers monitor and remediate alerting for all infrastructure components on a
24x7 basis. Engineers will proactively correct server and infrastructure related issues before they cause downtime
including but not limited to backup failure remediation.

REMOTE MONITORING & MANAGEMENT

Provides tested and approved Microsoft, Apple and third-party application patching (updates.) Proactive antivirus,
antimalware & anti-ransomware management. Off-hour’s maintenance. Configurable executive reporting to keep you
informed about the performance of your infrastructure.

BACKUP & DISASTER RECOVERY

Backup critical business systems to provide business continuity. File level and email level restores available for on
premise systems and cloud systems including Office 365. Full cloud replication and near instant on-site recovery by
means of a virtual appliance in the event of a disaster.

HARDWARE SERVICES

No longer do you have to worry about upfront costs, support renewals and licensing requirements.
Infrastructure components such as firewalls, switches and wireless access points can be provided
as a service.
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Logical Security /
Cybersecurity Services

MANAGED SECURITY

The number of cyber-attacks is at an all-time high with no signs of slowing down. To
make matters worse, cyber criminals are focusing on small to midsize businesses. ZTek
Solutions can offer a comprehensive suite of tools to keep your business and employees safe.

SECURITY INFORMATION & EVENT MANAGEMENT (SIEM)

Our SIEM solution is backed by a 24x7 Security Operations Center (SOC) to help you meet
compliances and most importantly protect your infrastructure from known and unknown threats. The
SOC will continually monitor core systems including networking components and immediately investigate
and remediate any suspected threats.

OFFICE 365 ENDPOINT DETECTION & RESPONSE (EDR)

The same higheest level of security available to your end users is also available for your Office 365 services. ZTek
Solutions’ 24x7 SOC will continually monitor your cloud infrastructure to investigate and remediate any known or
unknown threats.

EMAIL ENCYRPTION, JOURNALING & SPAM PROTECTION

We offer an easy-to-use email encryption platform as well as journaling-based retention to help you meet your
compliance requirements. Secure emails with sensitive information and rid the need of using outdated technologies
such as faxing. Add on spam filtering to help secure your employees mailboxes.

SECURE REMOTE WORKERS

You should not have to be concerned about your employee’s security no matter where they are. We can help secure
your employee in the remote workplace including public WIFI locations. Secure Access Service Edge (SASE) provides
a modern approach to VPN connectivity and keeps all data to and from your employee’s devices encrypted and safe
while providing them with increased performance to company resources. With the addition of other tools in our
cybersecurity stack you will have the best protection possible.

TOTAL SECURITY

Unified Threat Management (UTM) based firewall solution including cloud sandboxing, Al-powered anti-malware
protection, DNS filtering, and network and endpoint threat correlation protects your infrastructure from outside
threats.

SECURE WI-FI

With increasing pressure from customers, vendors, and employees we can help you offer secure and fast wireless
access. Our access points unlock their full potential with powerful Wireless Intrusion Prevention System (WIPS),
business-driven analytics, cloud management and valuable engagement and marketing tools.

DARK WEB SCANNING & SECURITY AWARENESS TRAINING

ZTek Solutions provides a set of threat intelligence and identity monitoring solutions for businesses that
have been impacted by cyber incidents or are looking to prevent it. We offer online employee security
training to educate your employees on what to look out for when it comes to cybersecurity threats.
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Area to
be cut off

Cloud Services

With the growing complexity of the cloud, increased need, and remote workers,
ZTek Solutions can help simplify and provide cloud services to your business. All can be

easily packaged with our cybersecurity suite of services to give you the best possible and
most secure cloud experience.

OFFICE 365

We cover all facets of Office 365 including but not limited to the
Office application suite (online & desktop versions), Microsoft Teams
and Sharepoint. Keep your employees collaborating and productive.

EXCHANGE ONLINE

Our team of engineers will handle your email migration to Exchange
Online for you. Get rid of that outdated on premise email server and
secure your data in Microsoft’s cloud.

MICROSOFT AZURE

Whether you're just beginning your cloud journey or already
completed your cloud migration, ZTek can help you accelerate your
company's cloud transformation and empower your business to stay
ahead leveraging Microsoft Azure Cloud services.

VIRTUAL DESKTOP SOLUTIONS

Desktop virtualization is valuable for small and medium businesses,
as it lowers expenditure on hardware and reduces the system
administration and maintenance costs.

BACKUP AND RECOVERY

ZTek Solutions offers a fast, reliable Data Protection by leveraging
the cloud to protect clients from downtime and data loss.
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Ransomware Protection

ZTek Solutions Ransomware Protection platform defends every endpoint, against
every type of attack, at every stage in the threat lifecycle.

Healthcare organizations use a diverse set of IT infrastructure spanning OS platforms, servers, user
endpoints, cloud, and Internet.

Our Ransomware Protection combines next-gen prevention and endpoint detection and response capabilities
in a single agent to achieve autonomous Endpoint Protection Platform at machine speed. In Protection Mode, the
agent not only identifies the attack but also thwarts the contagion.

HOW A THREAT IS CONTAINED AND ELIMINATED

0 \©

Benefits of Secure Endpoint Protection:

e Stop the threat before compromise
e Threats are quarantined and killed.
e Remediation Rollback feature kills the threat and reverse all malicious actions.

Dedicated SOC Team

Protection against any new Malware that comes out.
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HIPAA Compliance

ZTek Solutions has taken a very active role in, not only helping to educate the healthcare community,
but to also bring very valuable HIPAA compliance tools to its customers.

ZTek Solutions’ trained specialists are well versed in all the legalities and requirements of HIPAA. After an

initial full assessment, they will highlight all potential risks. For example, does that practice follow the right
procedure for disposing off its sensitive patient information? Do they store files at a secured location? Is the practice
backing up patient records properly?

ZTek Solutions” HIPAAShield is the most comprehensive HIPAA compliance program on the market. ZTek Solutions
HIPAA professionals work very closely with the client to put the appropriate safeguards in place that not only help a
practice pass an unexpected HIPAA audit, but also help ensure that patient records are NEVER compromised.

INCIDENT RESPONSE PROCESS

efforts.
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Infrastructure Design Services

ZTek Solutions can build your network to meet your current and future needs, making the infrastructure secure and
the network accessible to your staff.

Our experienced team provide creative, flexible, standards-based design solutions for your low voltage systems. We
will provide facility evaluation, technology consultation, and design, project management, and installation as well as
offer maintenance services when required.

STRUCTURED CABLING

ZTek Solutions specializes in the design, installation, repair,
and certification of low voltage structured cabling systems.
Our technicians are extensively trained and certified on

the most advanced fiber optic and copper products and
installation methods. ZTek Solutions installations exceed
ANSI/TIA and BICSI standards for cabling installations

and testing. In addition, we provide test and certification
documentation for all of our installed fiber optic, Category
5E/6/6A, and coax cabling. ZTek Solutions provides up to a
lifetime warranty on our structured cabling systems.

FIBER OPTICS

Fiber optic cabling systems design, installation,

and repair services for both indoor and outside
plant applications. ZTek Solutions technicians are
extensively trained on the latest fiber optic products
and installation methods providing you with an
installation that exceeds industry standards. We
provide cabling for backbone, horizontal, passive
optical networks, distributed antenna systems, video
surveillance systems, and more. ZTek Solutions
provides fusion splicing services for standard
installations as well as emergency repairs and our
techs will perform end to end loss measurements
and/or OTDR traces and supply a copy of the test
results to you.
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Telecommunication Services

Your telephone system is the first impression callers have of your business. If the phones are not working properly,
sales stop and customer service grinds to a halt!

ZTek Solutions’ telecom solutions enable you to deliver a professional first impression to your clients!
EVALUATION AND BUDGET CONSIDERATIONS

Performing a comprehensive assessment of your current communications needs and expenses is essential to
determining a telecommunications solution optimized to meet your needs in an effective and economical manner.
ZTek Solutions considers account service requirements, existing resources, future needs as well as any special
functionality to develop each client’s specific solution.

Today’s technology will in many cases will reduce your monthly recurring costs. These savings are often the result
of:

e Voice-over-IP (VoIP) and Session Initiated Protocol (SIP) technology. These technologies combine the voice and
data connections to reduce costs.

e Cloud hosting services reduce the initial cost of hardware as well as provide a savings in installation costs.
APPLICATIONS AND FUNCTIONALITY

ZTek Solutions offer a variety of applications designed
to operate seamlessly to provide the user with tools to
effectively communicate and collaborate with colleagues,
vendors, and customers:

e On-Premise and Hosted Solutions

e Tele-worker/Remote Worker Capability

e Automated Call Processing

e (Call Recording and Management Software
e Prescence Management

e  Multi-Site Communication Integration

e Audio, Web and Videoconferencing

e Call Center Management
e Public Address Paging
e Unified Messaging
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National Services

The world is truly becoming a smaller place. Multi-site and multi-state organizations are becoming a more common
reality. If you find yourself in this situation, know that ZTek Solutions will support you and deliver our full range of
services to almost anywhere in the United States. Support every office like it is your “main” office, by giving your
staff the tools and support resources necessary to maximize their contribution to your bottom line.

WHEREVER YOU NEED US

Through our membership with Technology Assurance Group (TAG), an association of managed technology services
providers (MTSPs) serving more than 130 marketplaces across the United States and Canada, ZTek Solutions truly
has the ability to deliver a national support solution.

As a premier member of TAG, ZTek Solutions is now positioned as the leader in managed technology services,
providing advanced solutions to the marketplace. To become a TAG Member, we met rigorous annual qualifications
through required company and employee training programs. This unique relationship enables us to adopt cutting
edge best business practices, deliver innovative programs, and partner with elite technology manufacturers and
application service providers. As a result of this exclusive membership, ZTek Solutions is the most competitive
company in the industry. We have

a greater capacity to increase our
customers’ profitability, enhance
employee productivity, and provide
sustainable competitive advantages. & .
To learn more about TAG, please visit {
www.tagnational.com.

WHENEVER YOU NEED US
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ZTek Solutions will be there when
you need us. Whether it is an
implementation we're planning
together weeks or months in
advance, or an emergency service
ticket in the most remote part of
the United States, you can count on
us to honor our commitments. We
even give you the ability to monitor
the status of each project or service
request via our web-based Client
Portal, where you can enter, track,
and review the status of service
tickets at any point in time.
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